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Ha cTpaxe

Deuuc KonucHnuenko

CACTEMbI

B npownom BbinycKe XypHana paccKkasbiBaaoCb 0 CUCTEMAX YNpaBieHus
AoCTynoM B 06lem, a Kpome Toro, 6bina Noapo6HO paccMoTpeHa OfAHa

U3 caMbIX NOMYyNAPHbIX cucTeM — Grsecurity. B 3T0T pa3 Mbl norosopum
0 He MEHee MHTepeCcHOM NPorpaMMHOM MPOAYKTE, KOTOPbIA Ha3blBaeTCS

LIDS (Linux Intrusion Detection System).

HznavanpHO LIDS 3amymbIBamach Kak mpocTtast cucteMa oOHapyXe-
HUSI BTOPKEHUSI, HO C TOIaMU OJiaroapst yCWIAsIM pa3pabOTINKOB eit
yIaJI0Ch BBIPACTU B KOMITIEKCHBIM MeXaHU3M oOecriedeHus Oe3orac-
HocTu Linux-maimnsel. Ceifuac MOXHO C YBEPEHHOCTbIO 3asIBUTh, UTO
LIDS yxe nocturia ypoBHst Grsecurity, a B KOe B YeM JaxKe ITPeB30I1I-
na ee. [IpermyiecTBoM BTOpoii Bepcun LIDS sBisiercs nmoauepxka
LSM (3arpyxaembIx MomyJieii O€30MaCHOCTH), KOTOPOU He OBUIO B
TIPEIBITYIINX BEPCUSIX, M 3TO OOCTOSITETIHCTBO JeTai0 YCTAHOBKY CHC-
TeMbI U paboTy ¢ Hell BeCcbMa 3aTPyAHUTEIbHBIM MEPOIIPUSITUEM.

| VYcraHoBKa |
LIDS peanu3oBaHa Kak maTd siipa U HAOOpP IMOJIb30BaTEIbCKUX
YTWINT, 3aTPy3UTh KOTOPBIE MOXHO C caiiTa, pacloJOKEHHOTO I10
agpecy www.lids.org/download.html. B oTinmume ot aApyrux mpoex-
TOB, TATYM KOTOPBIX MOAXOMAST TOJBKO K KaKONH-JIMO00 KOHKPETHOM
Bepcuu sapa, matau LIDS nmoaxonsT aist Bcex Bepeuit 2.4.x u 2.6.X,
MO3TOMY JaHHasl cMCTeMa CIocoOHa paboTaTh C JIIOObIM SIAPOM.

| KoHcurypuposanue agpa |
Pacnakyiite apxuB ¢ LIDS, nepeiinure B Katajor siipa U IpUMEHM -
Te CAeAYyIOIIUI naTy:
# cd /usr/src
# wget http://www.lids.org/download/v2.6/2.6.7 /lids-2.2.0rc3-

CHIP|LINUX

2.6.7.tar.gz

# tar -zxvf lids-2.2.0rc3-2.6.7.tar.gz

# cd linux-2.6.7

# patch -p1 < /usr/src/lids-2.2.0rc3-2.6.7/lids-2.2.0rc3-
2.6.7.patch

[Tocne aToro MoxkHO MpUCTyNaTh K KoOHbUrypauuu sapa. LIDS
TpeOyeT BKIIOUMTD momaepkKy aaropurma SHA256. CooTBeTCTBY-
JOIIYIO OMIMI0 MOXHO HaiiTh B MeHIo «Cryptography Options/
Cryptography API». Onuuu koHdurypauuu LIDS Haxomsitcsi B
paszzaene «Security Options». KenarenbHo orkjatounTh SELinux u
Capabilities.

Paccmotpum onuuu LIDS:

Attempt Not to Flood Logs (CONFIG_LIDS_NO_LOOD_LOG).
JaHHas onIKs OTPaHUIMBAET YACTOTY MMPOTOKOJIMPOBAHUS UIIEH-
TUYHBIX COOOIIEHUIA.

Allow Switching the LFS and States (CONFIG_LIDS_
ALLOW_SWITCH). LFS (LIDS-free session, o Heil Mbl moro-
BOPUM 4YyTh MO3Xe) MO3BOJSIET aAMUHUCTPATOPY BBITMOTHSTH KO-
MaHIbl 6€3 KaKuX-T1M00 orpaHruYeHunit co ctopoHbl LIDS. D10 mo-
BOJIBHO TTOJIE3HO, HO MOXET CTaTh UCTOYHUKOM JIJISI aTaKy Balieit
cucteMbl. PekoMeHIyeM akKTUBUPOBATh 3Ty OIIIMIO Ha MepBbie He-
CKOJIbKO JIHEIt — ToKa Bbl 3KcrepuMmeHTupyete ¢ LIDS, a motowm,
Korna Bce OyaeT HaCTPOEHO, MOXHO €€ CIIOKONHO OTKJTIOYUTh.



Allow Switch Off the Linux Free Session (CONFIG_LIDS
ALLOW_LFS). [To3BonsieT otkaounth LIDS Bo Bpems BbITIOTHE-
Hug cuctembl. Tak 6e3oracHee.

Restrict Mode Switching to Special Terminals (CONFIG_
LIDS_RESTRICT_MODE_SWITCH). [To3BonsieT 3amaBaTh Tep-
MUHaJbl, ¢ KOTOpbIX pa3peiaercsd LFS. OHu nensitcs Ha Tpu Kiiac-
ca: KOHcoJb (console), mocienoBaTe/ibHasi KOHCOJb (serial console)
u PTY. Tpetuii — HauboJjee omacHbIN, MOCKOJIBKY JaeT BO3MOX-
HOCTh 3JIOYMBIIIUICHHHUKY yaalleHHo 3amyctuTbh LFS. Bwibepure
TOJIBKO TIEPBHIN KJ1acc, MO3BoJIsToNnii 3amyckatb LFS mumib moss-
30BaTeNsIM, (PU3UYECKU PAdOTAIOIIMM C MAILIMHOM.

| lidstools |

[Mocne KoMIWISILIMY siipa MOXKHO YCTaHOBUTH makeT lidstools. Cre-
Hapwio ./configure HEOOXOIMMO SIBHO TIepeiaTh KaTaJlor sapa:
$ tar -zvxf lidstools-2.2.5
$ cd lidstools-2.2.5rc1.tar.gz
$ ./configure KERNEL_DIR=/usr/src/linux-2.6.7
$ make
$ su
# make install
[Tpu yctaHoBKe nporpaMmbl (make install) Bac mornpocsT BBeCTu
napoJib 111 anMuHucTpupoBanusi LIDS — oH He moyikeH coBma-
J1aTh C mapoJieM root!
YT1o0ObI UCTIOIBL30BATh HOBOE SIAPO, HYXKHO Tepe3arpy3uTh CUCTE-
my. Ecnu HeoOxonumo otkmounts LIDS, mepen 3arpyskoii cucre-
MBI TIepenaiiTe aapy mapameTphl security=0.

| AamuHuctpuposaHue LIDS |
ITockonbKy KOHGUTYpUPOBaHUE sIApa Mbl YK€ paccMOTpesu, 3aii-
MeMcsl KOHGMUTYypUpOBaHMEM TMOJb30BaTEIbCKOr0 ypoBHs. Kak u
Grsecurity, LIDS mo3BosiseT onpeneanTb, KaKuM o0pa3oM haiiibl
U TIPOLIECCHI OyAyT B3aUMOIEHCTBOBATH MEXIY COOOI B CHCTEME.
Kpowme atoro LIDS umeer nBe oueHb rosne3nsie dbynkuun — LFS
U «oreyaTbiBaHue» siapa (sealing the kernel).

3arpyxxaeMble MOy OYeHbB ITOJIE3HBI, TaK KaK IMO3BOJISIOT JI0-
0aBJIATh KOJ BO BpeMsl BBIITOJIHEHUSI s1Ipa 6e3 ero mepeKoMITIIs-
uuu. C Ipyroii CTOPOHBI, 3T0YMBILITIEHHUK MOXET 100aBUTH B SIAPO
CBOM COOCTBEHHBIE MOMYJH, a JJIsI HAC 9TO OYeHb HEXEIaTeNbHO.
Koneuno, camoe mydiiiee — BKIIIOYUTH BeChb HEOOXOMUMBIN KOI B
COCTaB sIipa ¥ BOOOIIEe OTKJIIOYUTH MOIIEPKKY 3arpysKaeMbIX MO -
JIeld, HO BPSIZL JIM 3TO PellleHre OKaXKeTCs TSI Bac YIOOHBIM.

LIDS npennaraet KOHIENLINIO «OMeyaTbiBaHusS» siapa. Ecau si-
PO «OmeyaTaHO», HUKTO HE MOXKET 3arpy3uTb WJIU BBITPY3UTb MO-
nynab. Caenath 3TO MOXKHO ¢ TIOMOIIIbI0 KoMaH kI lidsadm -1. Ee He-
00X0IMMO TTOMECTUTH B CLIEHAPUU 3aTPy3KKU CUCTEMBI, TOIBKO TIPU
3TOM yOeIUTECH, YTOOBI ellle 10 Hayajia BbIMOJTHEHUS 3TO KOMaH-
ITbI Bce HE0OXOIUMbIe MOIYJIM OBUTH yKe 3arpykeHbl. «OrevyaTbiBa-
HMEe» s1Ipa TakKe MperycMaTpuBaeT HEKOTOPbIE OTPAaHUYEHUsT Ha-
0opa BO3MOXHOCTEM, HO 00 3TOM MbI [TIOTOBOPUM UYyTh MO3XKE.

| LFS (LIDS-free Sessions) —
ceccum 6e3 LIDS |
LFS — 5710 Bcero Jiniiib 000JI04Ka, Ha BBIMOJHEHUE KOMaHI KOTO-
poii He HakJaabiBaloTcst orpaHnyeHus LIDS, yTo nmo3posiseT agMu-
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| cHcrTeMa

HUCTpATOpPy pabOTATh B CUCTEME KaK OOBIYHO, O3 BHIKITIOUEHUS OC-
HOBHOI cucteMbl 6e3omacHocTH, Beab Korna LIDS BkitoueHa, or-
paHUYEeHUS HAKJIAIbIBAIOTCS JdaKe Ha IMojib3oBaressi root. OmHaKo
LFS moTeHUIManbHO OIMacHa: €C/IM 3JIOYMBIIUICHHUKY YIAcTCs 3a-
BJIAIETh TOCTYIIOM K HEil, TO OH IOJIyIUT TIOJTHBIN KOHTPOJIb Hal
CUCTEMOI — BIUIOTh 10 OoTKJtoueHust LIDS.

JHoctyn kK LFS peryaupyercst ycTaHOBJIEHHBIM paHee rapoJieM. J1o-
MOJHUTEIBHO MPU KOHMPUTYpALIMU SIIpa MOXHO YKa3aTb TEPMUHAJIBI,
¢ KOTOpbIX nocTyn K LES OymeT oTKphIT (0UeHb XOpolliee pelieHue).

[1aBHOe HasHaueHne LFS — paspemmTh agMUHUCTpATOpPY pe-
MaKTUPOBaTh (Baitiel B KaTajore /etc/lids, KOTOPBIif HETOCTYIIEH BO
BpeMsi padotbl LIDS nmaxe mosnb3oBarento root. B aTom Kataiore
HaxonATcs cieaytolme (aibl:

» lids.cap — orpaHMuYeHHbII HA0OP BO3MOXHOCTEI;

» lids.conf — ACL (GyzmeT paccMOTpeH T03XKe);

» lids.pw — maposib agmMuHuUCcTpatopa LIDS;

> lids.ini — HavasbHbIe KOHGUTYPALIMOHHBIE 3HAYEHUS.

| lidsadm |

AnmunuctpupoBanue LIDS BoimomHsieTcst mporpammoii lidsadm.
PaccmoTpuM noapobHee ee oniuu:

» -P — zammdposars mapons LIDS, nanpumep lidsadm - P mypass-
word;

» -S — u3MeHUThb acrekT 3auuThl LIDS;

» -1 — «omeyatatb» SIAPO; JUISI TOM OMLIMU HE Hy>XeH MapoJib;

» -V — MPOCMOTpP COCTOSIHUSI CUCTEMBI;

» -h — BBIBECTM KPATKYIO CIIPaBKY;

» -v — BbIBeCTH Bepcuio lidsadm.

Onuus -S UCIob3yeTcsl BMECTE C OAHUM U3 Cleaylomux ¢ua-
roB, MpeaBapsieMbIX JUOO 3HAKOM «+» — BKIIOUUTb, JIUOO «-» —
BBIKJTIOUUTD:

» LIDS GLOBAL — Bxitounth/BeikI04UTh LIDS rio6anbHo;

» RELOAD_CONF — mnepe3sarpy3uth ¢aiin lids.conf 1 0OHOBUTH
CITMCOK 3alIUIIIEHHBIX THOIOB (00 3TOM MBI TOTOBOPUM UYTh TIO3XKE);
» LIDS — BkimounTh/BeIKTI04NTL LIDS N0KanbHO, TO €CTh cO31aTh
LFS, koropas Oynet mpuMeHeHa TOJIbKO K TeKyIlel 000710UKe;

» ACL_DISCOVERY — ucnonb3yetcs 1151 OTJIaJK1; KOTAa BKIIO-
YyeHa, HapylLIeHUs IPaBUI He 3aMpeniaoTcs;

» SHUTDOWN — nepeximogaeTcst B cocTossHUe shutwodn.

Hanpumep, uto6b1 Boiitt B LFS, BbIIOJHUTE HIKEIPUBEICH-

HYIO KOMaH/y:
# lidsadm -S — -LIDS
Yrobs! BeIKIIOUUTS 3amiuTy LIDS, npoaenaiite cienyolee:
# lidsadm -S — -LIDS_GLOBAL

| ACL daitnos n Bo3moxkHocTen |
ACL ucnionb3yeTcst UTsl yIpaBIeHMsI JOCTYITOM K Pa3TUIHBIM 00BeK-
TaM, Hanpumep daitiam unu pecypcam (Ho B orinuue ot Grsecurity
B LIDS Her poneii). B cucteme LIDS ects ACL aByx tunos: ACL
(haitnoB (KOHTpOIMPYET AOCTYI K (haitnam u Kataigoram) u ACL Bo3-
MOXHOCTEH (peryupyeT BO3MOXHOCTH UCITOJHUMBIX (DaiijioB).

| ACL dpaitnos |
LIDS onpenensieT yeThipe pexkruma 1isi 00bEKTOB:
» DENY. [octyn K ¢aiiny 3anpeieH. [Ipu obpailleHUd K HeMy
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NpuioXeHus (Hampumep, Is uiau cat) OyaeT nmojiyueHo cooOlIeHue
06 ommbke «No such file or directory (ENOET)» — «Het Takoro
(aiina wnm katanora». BHemnrHe 910 OyneT BBITISAETD TaK, Kak Oym-
TO (haiiyia BOOOILIE HE CYLIECTBYET.

» READ. O0BbeKT MOXET ObITh OTKPBIT B PEKUME «TOJIBKO IIJISI UTe-
HUSsI», 3aMUCh 3alpenieHa.

» APPEND. O0beKT MOXKET ObITb OTKPBIT JIJIs1 YTEHUST WU J0OaBJIe-
HUsl uHGopManuu. JlaHHBII peXxuM yIOOHO MCIOJb30BaTh ISt
daiioB XKypHaJIOB.

» WRITE. Yrenue u 3anuch He orpannueHbl. LIDS He 3amuimiaer
9TOT (paii.

JlaHHBIE PEXUMBI MOTYT OBITh 3aaHbl KaK IUTd (aiiia, Tak U s
katajora. Ecnu pexxuMm ucnonb3yercst 4Jis1 Katajora, To OH Oyner
MpUMepeH Ko BceM (daiiam, BXOISILIUM B 3TOT KaTaJoL.

B LIDS ACL onucpiBaeTcs ClAeayroIuM 00pa3oM:

<Tun ACL> <cy0obekT> <00beKT> <1octyn> <Hacje1oBaHue>

Tun ACL onpenensieT, Ha Kakoil ctaauu padoThl OyIeT KOHTPO-
JIMPOBAThCS JOCTYM K cucteMe. JloCTyImHO YeThipe TUIIa:

» BOOT. locTtyn OyneT KOHTPOJIMPOBATLCS HA CTaIMU 3arPy3KH.
» POSTBOOT. ITocne 3arpy3ku.

» SHUTDOWN. I1pu pa3rpy3ke CUCTEMBI.

» null. KoHTposib 1oCcTyIa BHEe 3aBUCUMOCTHU OT CTaJuu pabOThI.

O6b1uyHo TN ACL pocto He ykasbiBaetcs (null) — ato aenaercs
IUTSI TIOCTOSTHHOTO KOHTPOJISI, a TIePBBIE TPU TUTTA MCTIOTb3YIOTCS ST
ocJ1absieHUsI OTpeIeIEHHbIX OTPAHUYEHUA.

CyOBbeKT — 3TO NPUI0KEHNE, KOTOPOMY MPEIOCTABISIETCS 10-
CTYT (PEXXUMBI IOCTYTIa OMUCAHBI BBIIIE) K 00BEKTY — (haimy uim
katasory. [Tocnennee nose, <HacienOBaHUE>, OTIPeaeIseT, OyaeT
a1 ACL HacnenoBaTbcsl JOYEPHUMU MPOLIECCAMU WU HET, U MO-
KeT MpuHUMaTh 3HaYeHus 0, 1 u -1.

OOBEKT U CyOBEKT TECHO CBSI3aHBI ApYyT ¢ ApyroM. Hampumep,
cyonekTy /usr/bin/sshd (nemony SSH) TpeGyeTcst 10CTYIT K 0ObEKTY
/var/run/sshd.pid. Bel onpenensere noctyn, Harpumep WRITE. Ho
BBI JIOJDKHBI TIOHUMATh, YTO JAHHOE TIPABUJIO OTPENesiseT HOCTYII
TOJIBKO TAHHOTO CYOBheKTa K KOHKPETHOMY OOBEKTY, OHO HUKAaK He
OTHOCHUTCSI K IpyruM cyobektam. Eciu xe nosie <cyObekT> MmycTo
(TO ecTb CyOBEKT HE YKa3aH), TO JaHHbII PEXXUM JOCTyNa MPUMEHSI-
eTcsl K 00BEeKTY AJIs TI0OOTo cyObeKTa (TO eCTh JIF0OOro Mpolecca).

MHorue npuioxeHust (ocooeHHo shell-cuieHapun) Bo BpeMsi BbI-
TIOJTHEHUSI BBI3BIBAIOT JAPYTUE TIPOTPAMMBI, ¥ 3TO 00sI3aTeTbHO HYyXK-
HO y4uThIBaTh 1pu pa3padorke ACL. 1o ymonuaHuto HaciaenqoBaHue
BBIKJIIOUEHO, U IOUEPHUE MPOLIECCHl HE HACIEAYIOT PEXUMBbI 10CTY-
Ta, onpeaeeHHbIe Ul POAUTENILCKOTO MpoLiecca. Takoii pexxum pa-
0OTBI MOXET CTaTh HACTOSIIIIE TOJOBHOU OOJIBIO [UTST aIMUHUCTPATO-
pa — eMy MpPUOETCSl YCTaHABIMBATH PEKUM AOCTYIA Ui KaXI0Tro
Tpoiiecca, BhI3bIBAEMOTO ciieHapreM. HacnenoBaHue MOXKHO BKITIO-
YUTh, YCTAHOBUB 3HaueHue | B mosie <HACJieqoBaHMEe>: 3TO TaK Ha-
3bIBAGMBIN HEPEKYPCUBHBIN PEKUM HACJIEIOBAHUS, TO €CTh PEKUM
noctyrna OyaeT yHac/leIoBaH TOIbKO ToYepHUM mporieccoM. Eciu xe
BbI XOTUTE, YTOOBI PEXKUM JOCTYMa ObLT yHACIEI0BaH He TOJIbKO 10-
YEepPHUM TMPOLIECCOM, HO ¥ BCEMU €r0 TOTOMKAaMU, YCTAHOBUTE PEKyp-
CUBHBII pexXuM — 3HaueHue - 1 st mosst <HAC/IenoBaHMe .

ACL xpansarca B datine /etc/lids/lisd.conf. OTKpBIB er0, BBI
YBUINUTE, YTO ITPABUJIA 3aTTMCAHBI B HETIOHSITHOM JUTsI YeJIOBEKa BU-
ne. Ho BaM He HyXXHO pelakKTUpOBaTh 3TOT (daiiil BPYUHYIO — JJIsI
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3TOTrO cylecTByeT yruaura lidsconf. Ho npexie yeM Mbl repeiiaeM
K €€ pPaCCMOTPEHHUIO, BCE-TaK1 HEOOXOIMMO MOHSTh, YTO 03HAYAIOT
BCE 9TH UMcha:

0:0::1:0:1114128:834:/sbin:0-0

0:0::1:0:1933326:834: /bin:0-0

ACL cuctembl LIDS congepxut HOMEpa MHOJOB BMECTO MMEH

GaiiioB — Hanpumep, ecid Mbl ycTaHOBUM pexxuM APPEND s
/var/log/messages, LIDS coxpanut B ACL HoMep nHoaa 3Toro daii-
J1a. DTO MO3BOJIUT HOJIee KEeCTKO KOHTPOJIUPOBATh JOCTYII K aiiny,
BeIb UMSI HUYETO He O3HAYaeT, TJIABHOE — WHOJ: MOXHO yIaJIUTh
daiin c umeneM /var/log/messages 1 3aHOBO cO31aTh (Al ¢ TeM Ke
umeHeM. [Ipu 3ToM UMS He UBMEHUTCS, @ UHOI — Ja.

| lidsconf |

Hauwnas co BTOpoit Bepcuu 1151 aTMUHUCTPUPOBAHUS U KOHDU-
rypupoBanus LIDS ucrnons3yiorcs nBe pa3Hble YTVINTHI. YTUINA-
Ty aiMUHUCTpUupoBaHus — lidsadm — mbI yxe paccmorpenu. Oc-
TaJIOCh UCCIEN0BaTh YTUIUTY KoHduUrypupoBaHus — lidsconf.
Huxe npuBeneHsl ee HanboJiee BasKHbIE OMLIMU:

-A, --add. /I00aBUTb 3aIIUCh.

-C,--check. [TpoBepuTh cyIiecTByIolMe 3aMMCHU.

-D, --delete. Ynanutp 3anuche.

-Z, --zero. YIaJIuTh BCe 3aIUCHU.

-U, --update. O6GHOBUTH /dev 1 HOMepa MHOIOB.

vV v vV vV VY

-L, --list. BeiBecTu Bce 3anucu.

Caenyrowmnii mpumep nokaspiBaeT ACL mo ymosldaHuIo, KOTO-
phIit TocTaBisieTcst BMecTe lidstools-2.2.5rcl (1 ymo6cTBa MBI 10-
GaBWIU B IMCTUHT HOMEPA CTPOK):

# lidsconf -L

Subject ACCESS inherit Object
1) Any file READONLY: 0 /shin
2) Any file READONLY: 0 /bin
3) Any file READONLY: 0 /boot
4) Any file READONLY: 0 /lib
5) Any file READONLY: 0 /usr
6) Any file READONLY: 0 /etc
7) Any file DENY: 0 /ete/lids
8) Any file DENY: 0 /etc/shadow
9) Any file APPEND: 0 /var/log
10) Any file WRITE: 0 /var/log/wtmp
11) /bin/login READONLY: 0 /etc/shadow
12) /bin/loginGRANT: 0 CAP_SETUID



13 )/usr/sbin/sshd GRANT: 0 CAP_NET_ADMIN
14) /bin/login GRANT: 0 CAP_GETID
Ecnu HecKonbKO MpaBuil MPUMEHUMBI K OTHOMY OOBEKTY, Oy-
IIeT MCIOJIb30BAHO caMoe TocieaHee M3 HuX. Jlydie Bcero aTo
MOXHO TIPOJIEMOHCTPUPOBATh Ha TIpUMepe KaTtayiora /etc, KOTOPBIi
yKazaH B mpaBwiax 6, 7, 8 u 11. CHavaya /etc oOBsIBIsIeTCS KaK
READONLY (Tonpko uTeHue), 3aTeM o0O0beKThl /etc/lids u
/etc/shadow nenatrorcst HeBunuMbiMu (DENY). [Mockonbky cyob-
eKT He yka3aH (Any file — «11000ii (haiin»), To orpaHUYEHUE TIPUME-
HsieTcs K Jmobomy mporieccy. A B ctpoke 11 READONLY moctyn k
daiiny /etc/shadow npemocraBisieTcst TOJIBLKO CyOBeKTY /bin/login.
J1st m0GaBIeHUST HOBBIX 3aIUCEil UCITOJIb3YeTCsl OIS -A MPO-
rpammbl lidsconf:
lidsconf -A [Tunm ACL] [-s cy0beKT] -0 00bekT [-t c-mo]
[-i ypoBens] -j neiictBue
Kaxk Bunute, 06s13aTeTbHBIMU B 3TOM CJTydae SIBJISTIOTCS TOJBKO
onuuu A, o 1 j:
lidsconf -A -0 /etc/hosts.conf -j READ
Bce onumu Ham NOHSITHBI, KpOME pa3Be uTo [-t ¢c-110]. OHa 1o3Bo-
JISIET YCTAHOBUTD BPeMsI IeICTBUSI MpaBMiia, KOTOPOE OOBIYHO YKAa3bl-
Baercss B popmate YUMM-YUMM. Hanpumep, 4TOoOBI TIpaBUIO
netictBoBatio ¢ 8:00 1o 19:35, ucrosnb3yiiTe CIEMYIONIyIO OIIINIO:
-t 0800-1935.
J1st ynaneHust 3aIMCcy UCTTONIb3YeTCsl CHHTAKCHC:
lidsconf -D [tun ACL] [-s cyobekr] [-0 00bekT]
Mpbl MOXeM yKazaTh CYOBEKT U/WIM OOBEKT — OYIyT yHdaJeHbl
BCce COBMajalolve mnpaBwia. MOXHO Takxke O0O3HAYUTb U THII
ACL, narmpumep POSTBOOT.

| Bo3moxHocTH |
B npenpinyimem ACL, HaBepHoe, BbI 3aMeTviu aeiictBue GRANT,
npenocrabisoniee Bo3MoxkHocTh CAP_SETUID, a uMeHHO UX MbI
IO 3TOTO U HE pacCMaTPUBaJI, IIO3TOMY CaMO€ BPeMsI TIPUCTYITUTh.

LIDS mpenmocTaBisieT paciiMpeHHOE HCIIOJIb30BaHNE BO3MOX-
HoCTel (MoIyJib BO3BMOXHOCTel capability security module nomkeH
OBbITh OTKJIIOYEH B siape). Kpome CTaHIApTHBIX BO3MOXKHOCTEM
Linux cuctema LIDS npennaraeT aBe COOCTBEHHBIE:

» CAP_HIDDEN. IIporiecchl ¢ 1aHHOI YCTaHOBJICHHOM BO3MOX-
HOCTBIO He OymyT OTOOpaXkaThbCsl B /pProc, 4TO TO3BOJUT CKPBITH
Mpolecc OT IMporpaMM ps, Isof u top;

» CAP_INIT_KILL. Eciii 3Ta BO3MOXHOCTh BBIKJIIOUSHA TUTS e~
MOHa, TO OH He OyneT nosy4yaTh KILL-curHamsl.

CAP_HIDDEN He rapaHTupyeT, uTo Ipoliecc 0yaeT MOoJHOCTbIO
HEBUAMMBIM: HallpUMep, CETEBOI 1EMOH MOXHO OOHAPYKUTD C MO-
MOIIBIO netstat WM cKaHepa MOPTOB, a TaKKe M0 HAJIWIMIO haiina
/var/run/Ha3BaHue.pid.

A tenepp niepeiinem K CAP_INIT_KILL. Paccmorpum nepeso
MPOIIECCOB C TIOMOIIIBIO pstree:

$ pstree -a
init)

[-atd)

|-(bdflush)

|-crond)

|-httpd)

| |-httpd)
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| |-httpd)

| |-httpd)

| |-httpd)

|-(keventd)

|-(khubd)

|-(kjournald)

|-klogd) -x

B ciyuyae ¢ CAP_INIT KILL nemoH omnpeaensieTcs: Kak mpolecc,
ucxomsmii HermocpeactBeHHo ot Init (PID Init Bcerma paseH 1).
K coxanenuto, 310 HemocTatoK. [TO0CKONIBKY JEMOH HE MOXET TO-
JlydaTh CUTHAJIBI, aIMUHUCTPATOp HE CyMeeT HU OCTaHOBUTH
(SIGKILL), nu niepesarpy3uts npouecc (SIGHUP). Ko Bcemy mpo-
YyeMy, HEKOTOpbIe TMpoLecchl, HarpuMmep Apache, KOTOpble «001a-
IOTCSI» CO CBOMMU «POJCTBEHHUKAMU» C TOMOILBIO CUTHAJIOB, HE
CMOTYT HOpPMaJibHO paboTarh. Ecim Xe BbI XOTUTE HMCIOJIb30BaTh
CAP_INIT_KILL, mepBast mipo6yieMa MOXET OBITh pellieHa C TIO-
mouplo LFS — oTcrona paspenieHo OTnpasisiTh MpolieccaM CUrHa-
JIBI. A BOT JUISI pelIeHMs] BTOPO IMPOOJIEMbI BBl JTOJKHBI BKITIO-
yuth CAP_INIT _KILL ans onpeneiaeHHOro rnpoiiecca, Harpumep
Apache. [1o-npyromy TyT HUKaK HEJIb3s1.

LIDS nemHoro momudumupyet Bo3MoxkHocTh CAP_ BIND
NET_SERVICE. O6b19HO 0OHa BKJIOYAETCS TS ITpoliecca, KOTOPOo-
My HYXKHO «IIPUBSI3aThCS» K IPUBWIETMPOBAHHOMY TIOPTY (C HOMe-
poMm 0-1024). Ho LIDS paciuupsietr ee CMHTaKCUC, TTO3BOJISIS yKa3bl-
BaTh MOPT WM IMATA30H IMOPTOB, K KOTOPBIM pa3pelieHa MpuBs3Ka
npouecca. Hanmpumep, mwist Apache paHblie paspenianach NpuBs3Ka
K JII0OOMY ITPUBUJIETUPOBAHHOMY TIOPTY, & TeTIePbh MBI MOXKEM YETKO
yKa3aTh, K KAKMUM MUMEHHO IOpTaM pa3pelraeTcsl TPUBSI3bIBATHCS
aToMy cepBucy — 80 u 443.

| OrpaHuveHHbI HaBop BO3MOXKHOCTEM
DTO CIUCOK BO3MOXHOCTEM, TOCTYITHBIX (HO HEoOs13aTeIbHO yCcTa-
HOBJICHHBIX) TIpolieccy B cucteMe. Eciu Kakasi-TO U3 HUX HE 3Ha-
YUTCSI B JTAHHOM CITUCKE, €€ HeJb3sl Ha3Havath rpoieccy. CooTBeT-
CTBEHHO, TSI KaXKIIOTO MPOIecca MOXKXHO OIPENETUTh CBOU CTTUCKK
BO3MOXHOCTEN.
Kondurypamusa LIDS o ymonuyanuo (/etc/lids.cap) paspeiiaet
BCE BO3MOXHOCTH, 3a MCKJIIOUEHUEM CJICAYIOLINX:
» CAP_SETPCAP. Bo3MOXHOCTh yCTaHaBJIMBaTh BO3MOXKHOCTHU
JIPYTOTO Tpolecca.
» CAP_SYS_MODULE. Bo3MOXHOCTb 3arpyXkaTh M BBITPYXKaTb
MOJIYJIH SifIpa.
» CAP_SYS_RAWIO. Bo3MOXHOCTh MpsIMOTO BBOJA/BbIBOAA, TO
€CTb JocTyna K daiinam /dev/port, /dev/mem, /dev/kmem, a Takke
MpSIMOTO TOCTyTA K AuckaM (Hampumep, /de/hda).
» CAP_KILL_PROTECTED. Bo3MOXHOCTb «yOUBaTh» 3alUIIEH-
HBbIE TIPOLIECCHI.
ITomHute, 4uyro X Window TpeOyeT BO3MOXHOCTU
CAP_SYS_RAWIO. Eciu BaM HyxXHa 3Ta CUCTeMa, YCTaHOBUTE

JIAaHHYIO BO3MOXKHOCTb JIJIs1 UCITOJIHUMOTO aitina X.

| VYcTaHoBKa u MOAMCI)VIKal.IMﬂ
BO3MOXHOCTEN |
YcraHOBKa BOBMOXKHOCTEH TMTPOM3BOIUTCS ¢ TIOMOIIBIO BCE TOM XXe
yruuThl lidsconf. CuHTakcuc no0aBieHUsT BO3MOXKHOCTHM — TOT
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XKe, UTO U B ciayuyae JoOaBieHMs mpaBuia uisl daiiia, TOJbKO AJIs
paspelleHusT 3TOl BO3MOXHOCTH UcTionb3yeTcs aeiictBue GRANT.
Jlo6aBrM BO3MOXHOCTB 3amycka X Window:
lidsconf -A -s /usr/X11/bin/X -0 CAP_SYS_RAWIO -j GRANT
B aTOM citydae HY)KHO KOHKPETHO YKa3blBaTh CYObEKT MpPaBU-
Jla — Tpollecc, KOTOPOMY pa3spelaeTcsl Ta WJIM MHas BO3MOXK-
HOCTb. B BbllIenpuBeIeHHOM MpPUMeEpe Mbl MPEAOCTaBISIEM BO3-
MOXHOCTb npsiMmoro BBoaa/BeiBona CAP_SYS RAWIO npoueccy
/usr/X11/bin/X.
A Ternepb paspelinM BeO-cepBepy Apache NpuBsI3bIBATHCS K HE-
MPUBUJIETUPOBAHHOMY TTOPTY:
lidsconf -A -s /usr/sbin/httpd -0 CAP_BIND_NET_SERVICE -j
GRANT
Bonee Ge3omacHbIM OyaeT BapuaHT pa3pelleHMs] NPUBSI3KU
Apache x moptam 80 1 443. CMHTaKCUC BO3MOXHOCTH HE TIpeIycMa-
TPUBAET 33aHNe eAMHUIHBIX TOPTOB, a TOJIKO TUATIa30HOB, TI03TO-
My MbI OyZIeM MCIOJIb30BaTh HyJieBble Auana3oHbl 80-80 u 443-443:
lidsconf -A -s /usr/sbin/httpd -0 CAP_BIND_NET_SERVICE
80-80,443-443 -j GRANT
Takke pekOMeHIAyeM YCTAaHOBUTb [isi Apache BO3MOXHOCTb
CAP_INIT_KILL, 4ToOBI OH MOT «OOIIATHCS» CO CBOUMM ITOTOM-
kamu (HOo Apache — 3ToO TOJTBKO TIpUMep, He 3a0bIBAliTe U O IPYTUX
cepBHUCax, KOTOPbIE UCTIONB3YIOT 1oa00HYI0 (hopmy IPC!):
lidsconf -A -s /usr/sbin/apache -o CAP_INIT_KILL -j GRANT

| Peanusauumsa LIDS |
Tenepb, Korma MbI 3HaeM, Kak padoraet LIDS, u 3HakoMBI ¢ ee oc-
HOBHBIMU OTIIMSIMU, MOKHO TIPUCTYTATh K €€ MPaKTUIEeCKON pea-
JIM3alMU B HALIEW CUCTEME.

ITomHuTe, uTo pazpadorka ACL m1st Becelt cucTeMbl — OUEHb TPY/I-
Hasit U1 oObeMHasl 3aJaya, MO3TOMY Mbl PEKOMEHIYeM BaM CO3/1aTh
shell-cuieHapuii, cogepskainii Boi3oBbl lidsconf. [1epBoii komMaHIoM
oynmeT sBnsAThCs lidsconf -Z — sTa mupeKTHBa ymajsieT BCe paHee
cymectBytomme ACL. JlaHHBIN clieHapuii HY>KHO ITOMECTHTh B
/etc/lids — aTO cenaeT ero He BUAMMBIM 3a Tipenenamu LFS-ceccun.

| 3all.lMTa CUCTEMHbIX NporpaMmm |
Kakwue ke cucteMHble (aitibl U KaTagoru TpedyroT 3amuTbl LIDS?
3amuinarb HyxkHO conepxumoe /bin, /sbin, /lib, /usr/bin, /usr/lib u
/usr/sbin. B aTu kaTajmoru mpou3BOIUTCS YCTAHOBKA TIPOTPAMMHO-
ro o0ecTieueH s, U, eCIM MBI ClIeIaeM UX JOCTYITHBIMU TOJIBKO TSI
yteHus (READONLY), 310yMbIIIUIEHHUK HE CMOXKET 3aluChiBaTh
TPOSTHCKME BEPCUU CUCTEMHBIX MporpaMM. Takxke He 3a0yabTe 3a-
IIATUTH Katajoru /usr/local/bin u /usr/local/lib, eciu npuaepxu-
BaeTeCh CTpaTeruy yCTaHOBKHU TporpaMm B /usr/local. KoHeuHo,
TIPY YCTAHOBKE HOBOM MPOTpaMMBI 3allIUTa ITUX KaTaJIOrOB MOXET
CO3J1aTh HEKOTOPbIE HEYA00CTBA 11 AIMUHUCTPATOPa, HO MOBEPb-
T€, 3TO CTOUT TOTO.
/etc u /etc/shadow

KoHuryparmmonHsie (aiiiel — 3To apyras o0JacTb 3alllUThl.
[Mopasnsotiee GOMBIIMHCTBO (AliJIOB B TOM KaTajiore TpeOyeT H0-
CTYI «TOJIbKO IIJIST YTEHUST», TIOOTOMY MOXKHO CHaudajia yCTaHOBUTh
s Beero Katayora pexuMm READONLY, a 3arem pa3peluTs J10-
cryn B pexume WRITE k kakum-T1o oTaenbHbIM (haiiiam — riio-
0aJIbHO WJIM JIJIsl OMpe/ieJIeHHbIX CyObeKTOB.
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HaunbGonee BaxkHbIMU (haiiiaMu B KaTajore /etc siBJSIOTCS pass-
wd/passwd- u shadow/shadow-: Bbl HOJKHBI 3allpETUTh BCEM
cyobektam poctyn K shadow/shadow- (DENY), 3a uckioueHruem
cyonekToB /bin/login, su u /usr/sbin/sshd — um momnaraercst mo-
ctyn READONLY.

Ho mblI eme He ywmm ytwiuity /usr/bin/passwd. Eit HyxkeH
WRITE-noctyn k daiiny /etc/shadow, 4ToObl MOIb30BaTEIb UMEI
BO3MOXXHOCTb M3MEHUTb CBOI maposb. Korma oH cmenaer 3To,
(aiin /etc/shadow OymeT co3maH 3aHOBO, a HE ITPOCTO MOAUPUITH-
pyetcs. B pesynbrate usmMmeHuTCs MHOZ (baiina, a mockoiabky LIDS
MPUBSI3BIBAETCSI K MHOAAM, TO TOCJIe er0 M3MEHEeHHUs OHa yXkKe
He OyneTr 3amMiarh ¢gaiil — Belb HOBOTO MHOJA B «0ba3e JdaH-
Hbix» LIDS He cymectByeT. KpoMe TOro, Hy>)KHO TpelOCTaBUTh
nporpamme passwd WRITE-goctyn ko Bcemy Karanory /etc, mo-
CKOJIbKY 3aMmuch ¢haitna — 310 n3aMeHeHue Karanora. Eciu Ha Me-
cte passwd OyleT 9KCIUIOUT 3JIOYMBIIIICHHUKA, OH CMOXET ITOJTy-
YUTh TOCTYIT KO BceM (aiijiaM B KaTayore /etc.

K coxaneHnio, He CYIIECTBYeT IPOCTOTO CIOCO0a pelIeHUs
3TOI MPOOIEMBbI: BbI MJIM JOJKHBI UCITOb30BaTh AJITEPHATUBHYIO
cxeMmy ayreHTH(pukauuu, Hanpumep LDAP, uToObl 3anperuth
MOJIb30BaTENISIM U3MEHSTh CBOM Mapoiv, Win oTKpbiTb WRITE-
nocTyI K /etc. CylecTByeT, MpaBa, ellle OAUH CIoco0, caMblii Oe-
30IMacHbIN, HO OYE€Hb HEYTOOHbBIN IS aiMUHMUCTpaTopa. Bbl 3a-
npeutaete WRITE-noctyn K /etc, a st Toro 4ro0bl U3MEHUTH
CBOIi TapoJib, MOJIb30BaTEb JOJIKEH OyAeT 00paTUThCSI HEMOCPEea-
CTBEHHO K BaM. Bbl cMoxxeTe n3amMeHuTh ero napoib B LFS-ceccuu,
a 3a0[JHO M MPOBEPUTE €ro Ha «CTOMKOCTb». Takoil BapuaHT MpHU-
eMJIeM, eCIM TIoJib3oBaTesicii y Bac HeMHOTro — 10 10 yeoBek.
Y4uThIBask TO, YTO MAPOJIU OHU MEHSIOT HE CIUIIKOM YacTo, pa3-
JIpaxkaThb 3TO Bac 0co00 He OyneT. A BOT eciiu nosb3oBareseit 200...

Ecnu obGecrieueHue MOJHOM 3allMTHI Karajora /etc ajsl Bac
CJIMIIIKOM CJIOXHO, HYXXHO 00€CIeUUTh XOTs Obl 3alIUTY KJtoue-

Moaynu 3awmtbl (LSM)

Bce HauMHanocb ¢ pa3paboTku
Pa3nNMyHbIX CUCTEM ynpaBe-
HUA JOCTYNOM, KOTOpble pea-
JIN30BbLIBANINCL B BUJeE naryen
appa Linux. Ho B pe3synbrare
M3-3a OTCYTCTBUA L@HTpanu-
30BaHHO KOOpPAUHALMY NO-
NYYMNOCh, YTO KaXKAbIW Npo-
KT 3aluTbl UMen CBOW naty

6ynet paccmatpuBarbca 60-
nee o6wmMpHas cuctema Ge-
3onacHocTu. Tak nosaBunaca
npoekt LSM (Linux Security
Modules). Ero uen, — npepo-
CTaBUTb pa3paboTumkam cuc-
TeM 3aluTbl 061Kt (eAUHBIIT)
nHTepdelc Ansa peannsaymm
NPOEKTOB, OCHOBAHHbIX Ha Af-

ANA ARPA, YaCcTO HECOBMECTU-
Mblii C APYTMMU NATYAMU.

B npownom Jinnyc Topeanbac
KaTeropuyecku oTBepran Bce
3TK natyu, Ho B 2001 roay

B OTBET HA TEXHOJIOTUIO
SELinux, npeacTaB/ieHHYI0
NSA (AreHTCTBO HauMOHaJb-
HoW 6e3onacHocTu) Ha Linux
Kernel Summit, oH 3aasun,
4TO ANA BKJIOYEHUA B AAPO

pe. 3T0 NO3BONANT YMEHbLIUTD
3aBUCUMOCTb OT Apa, Kpome
TOro, He HYXHo 6Gyper ero
nepeKoMNUANPOBATb, KaK B
cnyyae ¢ natyamu. Bce LSM-
MOAYNU UCNOJIb3YIOT CTaH-
RapTHbIN nHTepdenc Ans B3a-
MMOJEeNnCcTBUA C AAPOM, KOTO-
pblit He 6yAeT U3MEHATHLCA C
BbIXOJ0M C/iefyOLLero penmsa
(He Bepcuu) appa.
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Arrow keys navigate the menu. <Enter> selects submenus —-->
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes,
<M» modularizes features. Fress <Esc»<Esc) to exit, <7> for Help.
Legend: [*] built-in [ ] excluded <M> mocdule < > module capable
——= LIDS Options
ttempt not to flood logs [(NEW)
llow switching the LFS and States (MEW)
llow switch the Linux Free Session (NEW)
estrict mode switching to specified terminals (NEW)

< Exit >

<Select)| ¢ Help >

BbIX (haitioB. Hanbosiee BaxkHbIMU SIBJISIIOTCSL Katajioru /etc/re.d
u /etc/rc.d/init.d.

Teneps niepeitaem K daiiny /etc/lids/lids.cap. Kak yxe 06b110 OT-
MEUEHO, CIIEYIOIINe BO3MOXHOCTHU MOJIKHBI OBITh 3aTPEIICHBI:
» CAP_SYS_RAWIO. B0o3MOXHOCTh MPSIMOTO BBOJA/BBIBOMA, TO
ecTh TocTymna K daitnam /dev/port, /dev/mem, /dev/kmem, a Takke
MpSIMOTO J0CTyNa K Auckam (Harnpumep, /de/hda).
» CAP_SYS_PTRACE. B0o3MOXHOCTb TPacCUPOBKU CUCTEMHBbIX
BBI30BOB, TPOU3BOJUMBIX ITPOLIECCOM.
» CAP_SETPCAP. Bo3MOXHOCTb yCTaHaBIMBATH BO3MOXHOCTHU
JIPYTOTO TIpoliecca.
» CAP_KILL_PROTECTED. Bo3MOXHOCTb «yOUBaTh» 3aIIUIIIEH-
HBIE MTPOLIECCHI.
» CAP_SYS_MODULE. Bo3M0OXHOCTb 3arpyxaTh M BBITPYXKaTb
MOJIYJIH sIfipa.

EnunctBeHHOE TpUIIOXKEHUE, KOTOPOE TPEOYET MEPBYIO BO3MOXK-
HOCTb, — 9T0 X11. 17151 BCeX OCTaJbHbIX MPUIOXEHUI BCE ITU BO3-
MOXHOCTH TOJIKHBI OBITH OTKITIOUEHBI.

| OnpepeneHue Tpebyemoro gocrtyna |
Kak onpenenuts, K KakuM (aiiiaM 1 KaTajJoraMm Hy>KHO oOpaliaTbcs
TOMY WJIA MHOMY TIpyioxeHnio? OTCneXXnBaTh CICTEMHBIE BBHI3OBBI
open(), chdir(), mkdir() u npyruie — neno HebGIarogapHoe, HO BaM BCe
Xe HYXKHO OyeT uepe3 3To poiiTi. HeMHOro 001erauth 3aaavy mo3-
Bosisier LIDS-FAQ, pacnionoxeHHbII 1o ampecy www.lids.org/fids-
faaq/lids-faq.html. Tam Bbl HaitneTe ACL n1st TaKMX MPUIOKEHUM Kak
login, su, MySQL, BIND, OpenSSH, Apache u npyrux.

Ipu camocTosTenbHOM pazpaboTke ACL mst mpuiaoxeHust, Ko-
Topoe BbI He BcTpetute B LIDS-FAQ, mocienoBarebHOCTD EHCT-
BUi1 TPUOIM3UTENTHLHO CIIeIyIoNIast:

» [lpoBepsrre, K KakuM (aiiiam 1M Katajsoram HEOOXOIWUM TOCTYI
IUTST 9TOTO MPUJIOXKEHUsI. DTO MOXHO CJieslaTh C MOMOILbIO ptrace.
Kaxkue ¢aiibl KoHDUrypauuu KCIojiab3yeT nporpamma? bynmer iau
OHa 3aIrCchIBaTh YTO-TO B /var/run?

» HyXHO 11 pUI0XeHUTO TPUBS3BIBATHCS K IPUBUIETUPOBAHHO-
My tiopty? Ecim na, To 11 Hero Hy»KHO BKJTIOUUTH BO3MOXHOCTh
CAP_BIND_NET_SERVICE, yka3aB HeoOXOAMMBbIE TTOPTHI.

ITposepurh ACL mpocTo: 3amycTuTe NMPUIOXKEHWE MPU BKIIO-
yeHHoii 3amurte LIDS. Ecnu 4to-TO molineT He Tak, B /var/log/
messages TOSIBUTCSI COOTBETCTBYIo1Iee coobiieHue LIDS.

| Mpumep ACL pns DNS-cepBepa |
[Hagaiite paccmorpum npumep ACL, nossossitouiuii DNS-cepsepy
paborarb Ha Hameil MamuHe. 1oT ACL OyAeT coCTOosATh U3 IBYX

| cucrtema LIDS

yacteit. [lepBast yacTh comepXUT OO HabOp MpaBWJ, Mpeno-
CTaBJISIIOIIMX 0A30BBIN JOCTYIl, — OHA IMOAOMAET HE TOJBKO IS
DNS-cepBepa, HO 1 Ipyrux NPUIOXKEHUI, 3aIMyIICHHBIX B CUCTe-
me Linux. Bo Bropoii yactu O6ynyt onucaHbl cneuududecKue st
DNS-cepBepa npaBuja, orpaHMYMBamOIIKE TOCTYI K paiiaam, a
TakXe OIpelessIoNne ero Bo3MoXXHOCTU. Kak ObUIO OTMeYeHO
paHee, HaOOp MpaBuUJ MbI TIpeacTaBuM B Buje shell-cueHapusi, co-
nepxaiiero cepuio komann lidsconf.

CrniepBa HY>XXHO c/ieJlaTh CUCTEMHBIC UCTIOJTHUMBIE (haiiyibl 1 610~
JIMOTEKU JTOCTYITHBIMU TOJIBKO TSt YTeHuss. OO0MTH 3TO orpaHuye-
HUe MOXHO ToJibKO B LFS-006010uke. MTak, HaM HY>KHO 3allIUTUTh
KkaTajoru /bin, /sbin, /usr u /opt:

/sbin/lidsconf -A -0 /bin -j READONLY
/sbin/lidsconf -A -o /shin -j READONLY
/sbin/lidsconf -A -0 /usr -j READONLY
/shin/lidsconf -A -0 /opt -j READONLY

MBI He oTIpee I CYyOBeKT, TO3TOMY yKa3aHHbIe OO BEKTHI OyIyT
TOCTYITHBI TOJIBKO JIUIST YTEHUST BCeM TIporieccaM B cucteme. He 3a0b1-
Baiite, utro ACL Hacnenyetcst, To ectb gjoctyit READONLY noayuar
Takke M BCe IMOJKATaJorM JaHHBIX KaTaJaoroB. Takxke ciemyer
TMOMHUTD, YTO HAcJeAOBaHUE HE PAaCIIPOCTPaHSIETCsS HA TTOAMOH-
TUpOBaHHBIE (paiiyioBele cucTeMbl. Hampumep, ecnm K /usr/local
MOIMOHTUPOBAH IPYroil pasnues, TO MpaBuia, MPUMEHEHHbIE K
/usr, He OYIyT pacIpoCTpaHAThCS Ha (DailyIbl M KaTaJoTu, HaXOIsI-
LMecst Ha APYroM paszenie.

Kpome 3T1x KaTanoros HaM HY>KHO 3allIUTUTb Takke /etc u /boot.
OpHako, Kak OBIJIO OTMEUYEHO paHee, MPEAOCTaBJICHME IOCTyIa
READONLY « kaTajnory /etc 1OBOJBHO MPOOJIEeMAaTUIHO, TIO3TOMY
MBI CKOHIIGHTPUPYEMCSI Ha 3allINTe ero KI0YeBbIX (hailyioB, Belb Ha-
MOOJIBIINI MHTEePEC TSI 37IOYMBIIIICHHUKA MPEICTaBIISTIOT UMEHHO
oHu. Hampumep, /etc/exports onpenensieT 3KCropTupyemble (aiino-
BbI€ CHCTEMBI, a UBMEHUB (haiin /etc/resolv.conf, oH MOXeT nepeHa-
MpaBUTh 3aMPOCHI HAIIEro pe3ojBepa Ha cBoii DNS-cepBep, KoTo-
PpHIit OyaeT BbIIAaBaTh HEMPaBUIbHYIO0 MH(MOPMAIINIO.

/sbin/lidsconf -A -0 /boot -j READONLY
/sbin/lidsconf -A -0 /etc/HOSTNAME -j READONLY
/shin/lidsconf -A -0 /etc/apache -j READONLY
/sbin/lidsconf -A -0 /cron.daily -j READONLY
/sbin/lidsconf -A -o /cron.hourly -j READONLY
/sbhin/lidsconf -A -0 /cron.weekly -j READONLY
/sbin/lidsconf -A -0 /exports -j READONLY
/sbin/lidsconf -A -0 /hosts -j READONLY
/shin/lidsconf -A -o /hosts.allow -j READONLY
/sbin/lidsconf -A -0 /hosts.deny -j READONLY
/sbin/lidsconf -A -0 /hosts.equiv -j READONLY
/sbin/lidsconf -A -o /identd.conf -j READONLY
/sbin/lidsconf -A -o /ld.so.conf -j READONLY
/shin/lidsconf -A -o /login.access -j READONLY
/shin/lidsconf -A -o /login.defs -j READONLY
/sbin/lidsconf -A -o /logrotate.conf -j READONLY
/sbin/lidsconf -A -0 /mail -j READONLY
/shin/lidsconf -A -0 /modules.conf -j READONLY
/shin/lidsconf -A -0 /named.conf -j READONLY
/shin/lidsconf -A -0 /networks -j READONLY
/shin/lidsconf -A -o /ntp.conf -j READONLY
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/sbin/lidsconf -A -o /resolv.conf -j READONLY
/sbin/lidsconf -A -0 /rc.d -j READONLY
/sbin/lidsconf -A -0 /services -j READONLY
/sbin/lidsconf -A -o /shells -j READONLY
/sbin/lidsconf -A -0 /ssh -j READONLY
/sbin/lidsconf -A -0 /sudoers -j READONLY
/sbin/lidsconf -A -0 /sudoers.conf -j READONLY
/sbin/lidsconf -A -o /etc/ -j READONLY

B 3aBuCUMOCTHU OT YCTAaHOBJIEHHBIX B CUCTEME ITAKETOB, BO3MOXK-
HO, TIpUZIETCST T00aBUTh U Apyrue (ailyibl B 3TOT CUCOK. MBI ke
onucai HanboJiee KPUTUYHBIE U3 HUX.

Takxe He HYXKHO 3a0bIBaTh PO (hailyibl KypHAJIOB, KOTOPbIE HAXO-
naTcs B Katayore /var/log. J1jist G0JbIIIMHCTBA U3 HUX MOXHO YCTaHO-
BuTh pexkuM APPEND, mis Hekoropeix — WRITE, HO Tonbko st
CcyOBeKTOB login, init 1 halt BO3MOXHBI JIUIITH CICAYIOIINE PEKUMBI:

/sbin/lidsconf -A -o /var/log -j APPEND
/sbin/lidsconf -A -s /bin/login -0 /var/log/wtmp -j WRITE
/sbin/lidsconf -A -s /bin/login -0 /var/log/lastlog -j WRITE
/sbin/lidsconf -A -s /sbin/init -0 /var/log/wtmp -j WRITE
/sbin/lidsconf -A -s /sbin/init -o /var/log/lastlog -j WRITE
/sbin/lidsconf -A -s /sbin/halt -0 /var/log/wtmp -j WRITE
/sbin/lidsconf -A -s /sbin/halt -o /var/log/lastlog -j WRITE

Braromapst 1M orpaHUYEHUSIM 3JTIOYMBIITUIEHHUK, TTOJTyYHB-
I root-IOCTYIl, He OymeT CIOCOOEH OTpedaKTUpOBaTh 3T
(aitnpl, yToOBI CKPBITH CBOE TpucyTcTBUEe. HemoctaTok 3TOTO
METOJa 3aKJIloYaeTcss B TOM, YTO YTWJIMTa logrotate He CMOXKET
Oouibilie GYHKIIMOHUPOBATH, HO BCEMY €CTh CBOSI IIeHa. Temepsb 3a
«yO0OpKy» XypHAJIOB OTBEYaeTe JUYHO BBl — aaMUHUCTPATOP.
UtoOnl logrotate paborana, eil HyxHo mnpenoctaButb WRITE-
IOCTYIT KO BceMy Katajiory /var/log, HO MbI He pEKOMEHIyeM
3TOrO Je1aTh, MOCKOIBKY 3I0YMBILIJIEHHUK MOXET HayaTh 3amy-
cKkaTh logrotate MHOro pa3 Mmoapsii — A0 TeX MOop, MoKa U3 Xyp-
Hajia He OYyAyT ymajaeHbl clefbl ero MpUcyTcTBUs. OTKIIOUUTE
logrotate u «ITOYMUCTUTE» KYPHAJIBI BPYUHYIO. BO MHOTHX cUCTe-
Max logrotate BBI3BIBAETCS JEMOHOM Cron — YTOOKI 3TOTO HE TTPO-
HWCXOIMJIO, HYXXHO yHnanuTh (aitn /etc/cron.daily/logrotate wim
3aKOMMEHTUPOBATh €r0 COAEPKUMOE.

Tenepnb BepHeMcs K mpaBwiaM. HaM HYXXKHO omnpeneauTh, Kak
named B3aUMOJENCTBYET C CUCTEMOI; MbI TOJIKHBI TIPEAYTaaaTh BCe
aiinbl, TOCTYT K KOTOPBIM MOHAMOOUTCST TIPUIIOKEHUIO, a TakKe
OTIPeIeTUTh BO3MOXKHOCTH 3TOTO camoro npwioxkeHust. Criepsa 3a-
MpeTUM AOCTYI KO Bcelt (paitioBoii cucteme:

/sbin/lidsconf -A -s /usr/sbin/named -o / -j DENY

BIND pomxeH moay4yuTb HOCTYNn K aiily KoHUrypauuu
(/etc/named.conf), a Takke haitnam 30HBI (KaTaior /var/named):

/shin/lidsconf -A -s /usr/shin/named -o /etc/named.conf -j READ
/sbin/lidsconf -A -s /usr/sbin/named -o /var/named  -j READ

Kak u mo6oii apyroit nemoH, named 3amuceiBaeT cBoit PID B
(aiin, pacrnonoxeHHbI B Katajore /var/run. OObIYHO OH Ha3blBa-
ercs /var/run/named.pid. Mbl JTOJZKHBI pa3pelliuTh MPUIOXKEHUIO
co3naBath haii ¢ TAKUM UMEHEM:

/sbin/lidsconf -A -s /usr/shin/named -o /var/run/named.pid -j WRITE

Ha naHHbBIil MOMEHT MBI T03200TUIIUCH 000 Beex (haitsiax, KOTo-
pbie HYXXHBI IeMoHy named. Teriepb HY>)KHO OIPENeIUTh, KAKUE eMy
MoHanoo0aTcss OMbaMoTeKU. 151 3TOro Mbl OyaeM MCIIOJIb30BaTh
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MpOrpaMMy strace, KOTOpasi OTOOPa3UT BCE CUCTEMHbIE BBI3OBBI, a
BMECTe C HUMU 1 BHelHue daitabl. Onius -f He o3BossieT puiio-
JKEHUIO TIepeiTH B (PoH:
# strace -f -0 named_trace named
BriBoa mporpammbl named Oynet 3anucaH B ¢aiin named_trace.
HemoH named no/keH mopaboTaTh HECKOJIBKO YacoB, MOCIE 3TOTO
3aBepiuuTe Tpouecc (named, a He strace!) M IpoaHaJIU3UPYHTe
aiin named_trace:
# cat named_trace | grep open
JlanHast KOMaH/Ia BBIBEJET BCE BHI3OBHI Open() — BbI yBUIUTE HE
TOJIBKO (haiisibl, 3aeliCTBOBAaHHBIEC TIPUIIOXKEHNEM, HO U PEXIMBI, B
KOTOPBIX OHU UCTIOJIb3YIOTCsI. Ha OCHOBaHMM 3TOTO CITMCKA MBI MO-
JKEM COCTaBUTh ClIEAYIOLINIA criucok npaui LIDS:

/shin/lidsconf -A -s /usr/sbin/named -o / -j DENY
/sbin/lidsconf -A -s /usr/sbin/named -o /usr/lib -j READ
/shin/lidsconf -A -s /usr/sbin/named -o / lib -j READ

/shin/lidsconf -A -s /usr/sbin/named -o /usr/share/locale -j READ
/shin/lidsconf -A -s /usr/sbin/named -o /etc/ld.so.preload -j READ
/sbin/lidsconf -A -s /usr/sbin/named -o /etc/ld.so.cache -j READ
/shin/lidsconf -A -s /usr/sbin/named -o /etc/localtime -j READ

/sbin/lidsconf -A -s /usr/sbin/named -o /etc/rndc.key -j READ
/shin/lidsconf -A -s /usr/sbin/named -o /var/log -j APPEND
/shin/lidsconf -A -s /usr/sbin/named -o /dev/random -j READ

JaHHBII TIepeYeHb HECKOJIBbKO YIIPOILNEH, TMOCKOJIbKY named
HUCIOJIb3yeT MHoro 6ub;auotek B /usr/lib u /lib, HO mpouie mpe-
noctaBuTh READ-moctyn K 3TUM KaTajoraM, 4eM IpOINUCHIBaTh
OTAEJIbHO KaX1ylo OMOINOTEKY.

Teriepp mpulIia O4Yepeab YCTAHOBKKM BO3MOXHOCTeit. [Ipexie
Bcero, paspeiinM named MPUBSI3bIBATHCS K TOPTY 53:

/shin/lidsconf -s /usr/shin/named -0 CAP_NET_BIND_SER-
VICE 53-53 -j GRANT

ITpu 3anycke named ¢ onuueii -u <UMs MOJb30BaTENsI> OH CHU-
3KaeT CBOM MPUBWJIETUU 10 YPOBHSI OOBIYHOTO IMOJIb30BATEIS, YKa-
3aHHOTO C MOMOIIBIO oniuK u. [T03TOMY HYXHO pa3peiinTb eMy
npou3BoanTh BeI30BeI SUID 1 SGID:

/sbin/lidsconf -s /usr/shin/named -0 CAP_SETUID 53-53
-j GRANT

/shin/lidsconf -s /usr/sbin/named -0 CAP_SETGID 53-53
-j GRANT

Eciu BIND 3amyckaeTcst B chroot-oKpykKeHUH, HYXKHO YCTaHO-
BUTh Bo3MoxxHOCTh CAP_SYS CHROOT:

/shin/lidsconf -s /usr/sbin/named -0 CAP_SYS_CHROOT
-j GRANT

Kak un Apache, BIND moXxeT uMeTh HECKOJbKO MOTOMKOB, KO-
TOPBIM TTOHAIOOUTCS JOCTYIT KO BceM paiijlaM M BO3MOXKHOCTSIM,
OMUCAHHBIM paHee, MO3TOMY JUIsl TEPEHOCa BO3MOXHOCTEH IPYTUM
npoueccam HyxHo paspemiutb CAP_SYETPCAP:

/shin/lidsconf -s /usr/sbin/named -0 CAP_SYETPCAP
-j GRANT

Hacrano Bpemsi nporectupoBaTh co3naHHbiii ACL. 3amycTure
named U ceIUTE 32 CUCTEMHBIMU KYpHAJlaMU — B HUX Bbl Halilie-
Te COOOILEHUsT 00 OIIMOKAX, €CIM YTO-TO BAPYT MOWAET HE TaK.

B 3aBepiiieHUe HYXKHO CKa3aTh, YTO €CJIM Y BAC BO3HUKIIU TIPO-
0JIeMbl C TEM UJIM UHBIM CEPBUCOM, MoceTtute cat www.lids.org —
TaM BBI HaiiIeTe MHOXeCTBO roToBBIX ACL [Tt pasHBIX CEPBUCOB. |



